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work or storage areas have physical se-
curity controls similar to those pre-
viously approved by the Administra-
tion.

[36 FR 18729, Sept. 21, 1971. Redesignated at
38 FR 26609, Sept. 24, 1973, and amended at 46
FR 28841, May 29, 1981; 47 FR 41735, Sept. 22,
1982; 51 FR 5319, Feb. 13, 1986; 68 FR 41228,
July 11, 2003; 75 FR 10677, Mar. 9, 2010]

§1301.72 Physical security controls for
non-practitioners; narcotic treat-
ment programs and compounders
for narcotic treatment programs;
storage areas.

(a) Schedules I and II. Raw material,
bulk materials awaiting further proc-
essing, and finished products which are
controlled substances listed in Sched-
ule I or II (except GHB that is manu-
factured or distributed in accordance
with an exemption under section 505(i)
of the FFDCA which shall be subject to
the requirements of paragraph (b) of
this section) shall be stored in one of
the following secured areas:

(1) Where small quantities permit, a
safe or steel cabinet;

(i) Which safe or steel cabinet shall
have the following specifications or the
equivalent: 30 man-minutes against
surreptitious entry, 10 man-minutes
against forced entry, 20 man-hours
against lock manipulation, and 20 man-
hours against radiological techniques;

(ii) Which safe or steel cabinet, if it
weighs less than 750 pounds, is bolted
or cemented to the floor or wall in such
a way that it cannot be readily re-
moved; and

(iii) Which safe or steel cabinet, if
necessary, depending upon the quan-
tities and type of controlled substances
stored, is equipped with an alarm sys-
tem which, upon attempted unauthor-
ized entry, shall transmit a signal di-
rectly to a central protection company
or a local or State police agency which
has a legal duty to respond, or a 24-
hour control station operated by the
registrant, or such other protection as
the Administrator may approve.

(2) A vault constructed before, or
under construction on, September 1,
1971, which is of substantial construc-
tion with a steel door, combination or
key lock, and an alarm system; or

(3) A vault constructed after Sep-
tember 1, 1971:
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(i) The walls, floors, and ceilings of
which vault are constructed of at least
8 inches of reinforced concrete or other
substantial masonry, reinforced
vertically and horizontally with Y2-inch
steel rods tied 6 inches on center, or
the structural equivalent to such rein-
forced walls, floors, and ceilings;

(ii) The door and frame unit of which
vault shall conform to the following
specifications or the equivalent: 30
man-minutes against surreptitious
entry, 10 man-minutes against forced
entry, 20 man-hours against lock ma-
nipulation, and 20 man-hours against
radiological techniques;

(iii) Which vault, if operations re-
quire it to remain open for frequent ac-
cess, is equipped with a ‘‘day-gate”
which is self-closing and self-locking,
or the equivalent, for use during the
hours of operation in which the vault
door is open;

(iv) The walls or perimeter of which
vault are equipped with an alarm,
which upon unauthorized entry shall
transmit a signal directly to a central
station protection company, or a local
or State police agency which has a
legal duty to respond, or a 24-hour con-
trol station operated by the registrant,
or such other protection as the Admin-
istrator may approve, and, if nec-
essary, holdup buttons at strategic
points of entry to the perimeter area of
the vault;

(v) The door of which vault
equipped with contact switches; and

(vi) Which vault has one of the fol-
lowing: Complete electrical lacing of
the walls, floor and ceilings; sensitive
ultrasonic equipment within the vault;
a sensitive sound accumulator system;
or such other device designed to detect
illegal entry as may be approved by the
Administration.

(b) Schedules III, IV and V. Raw mate-
rial, bulk materials awaiting further
processing, and finished products which
are controlled substances listed in
Schedules III, IV, and V, and GHB when
it is manufactured or distributed in ac-
cordance with an exemption under sec-
tion 505(i) of the FFDCA, shall be
stored in the following secure storage
areas:

(1) A safe or steel cabinet as de-
scribed in paragraph (a)(1) of this sec-
tion;

is
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(2) A vault as described in paragraph
(a)(2) or (3) of this section equipped
with an alarm system as described in
paragraph (b)(4)(v) of this section;

(3) A building used for storage of
Schedules III through V controlled sub-
stances with perimeter security which
limits access during working hours and
provides security after working hours
and meets the following specifications:

(i) Has an electronic alarm system as
described in paragraph (b)(4)(v) of this
section,

(ii) Is equipped with self-closing, self-
locking doors constructed of substan-
tial material commensurate with the
type of building construction, provided,
however, a door which is kept closed
and locked at all times when not in use
and when in use is kept under direct
observation of a responsible employee
or agent of the registrant is permitted
in lieu of a self-closing, self-locking
door. Doors may be sliding or hinged.
Regarding hinged doors, where hinges
are mounted on the outside, such
hinges shall be sealed, welded or other-
wise constructed to inhibit removal.
Locking devices for such doors shall be
either of the multiple-position com-
bination or key lock type and:

(a) In the case of key locks, shall re-
quire key control which limits access
to a limited number of employees, or;

(b) In the case of combination locks,
the combination shall be limited to a
minimum number of employees and
can be changed upon termination of
employment of an employee having
knowledge of the combination;

(4) A cage, located within a building
on the premises, meeting the following
specifications:

(i) Having walls constructed of not
less than No. 10 gauge steel fabric
mounted on steel posts, which posts
are:

(a) At least one inch in diameter;

(b) Set in concrete or installed with
lag bolts that are pinned or brazed; and

(¢) Which are placed no more than
ten feet apart with horizontal one and
one-half inch reinforcements every
sixty inches;

(ii) Having a mesh construction with
openings of not more than two and one-
half inches across the square,

(iii) Having a ceiling constructed of
the same material, or in the alter-
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native, a cage shall be erected which
reaches and is securely attached to the
structural ceiling of the building. A
lighter gauge mesh may be used for the
ceilings of large enclosed areas if walls
are at least 14 feet in height,

(iv) Is equipped with a door con-
structed of No. 10 gauge steel fabric on
a metal door frame in a metal door
flange, and in all other respects con-
forms to all the requirements of 21 CFR
1301.72(b)(3)(ii), and

(v) Is equipped with an alarm system
which upon unauthorized entry shall
transmit a signal directly to a central
station protection agency or a local or
state police agency, each having a
legal duty to respond, or to a 24-hour
control station operated by the reg-
istrant, or to such other source of pro-
tection as the Administrator may ap-
prove;

(5) An enclosure of masonry or other
material, approved in writing by the
Administrator as providing security
comparable to a cage;

(6) A building or enclosure within a
building which has been inspected and
approved by DEA or its predecessor
agency, BND, and continues to provide
adequate security against the diversion
of Schedule III through V controlled
substances, of which fact written ac-
knowledgment has been made by the
Special Agent in Charge of DEA for the
area in which such building or enclo-
sure is situated;

(7) Such other secure storage areas as
may be approved by the Administrator
after considering the factors listed in
§1301.71(b);

(8)(1) Schedule III through V con-
trolled substances may be stored with
Schedules I and II controlled sub-
stances under security measures pro-
vided by 21 CFR 1301.72(a);

(ii) Non-controlled drugs, substances
and other materials may be stored with
Schedule III through V controlled sub-
stances in any of the secure storage
areas required by 21 CFR 1301.72(b),
provided that permission for such stor-
age of non-controlled items is obtained
in advance, in writing, from the Spe-
cial Agent in Charge of DEA for the
area in which such storage area is situ-
ated. Any such permission tendered
must be upon the Special Agent in
Charge’s written determination that
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such non-segregated storage does not
diminish security effectiveness for
Schedules III through V controlled sub-
stances.

(c) Multiple storage areas. Where sev-
eral types or classes of controlled sub-
stances are handled separately by the
registrant or applicant for different
purposes (e.g., returned goods, or goods
in process), the controlled substances
may be stored separately, provided
that each storage area complies with
the requirements set forth in this sec-
tion.

(d) Accessibility to storage areas. The
controlled substances storage areas
shall be accessible only to an absolute
minimum number of specifically au-
thorized employees. When it is nec-
essary for employee maintenance per-
sonnel, nonemployee maintenance per-
sonnel, business guests, or visitors to
be present in or pass through con-
trolled substances storage areas, the
registrant shall provide for adequate
observation of the area by an employee
specifically authorized in writing.

[36 FR 18730, Sept. 21, 1971. Redesignated at
38 FR 26609, Sept. 24, 1973]

EDITORIAL NOTE: For FEDERAL REGISTER ci-
tations affecting §1301.72, see the List of CFR
Sections Affected, which appears in the
Finding Aids section of the printed volume
and on GPO Access.

§1301.73 Physical security controls for
non-practitioners; compounders for
narcotic treatment programs; man-
ufacturing and compounding areas.

All manufacturing activities (includ-
ing processing, packaging and labeling)
involving controlled substances listed
in any schedule and all activities of
compounders shall be conducted in ac-
cordance with the following:

(a) All in-process substances shall be
returned to the controlled substances
storage area at the termination of the
process. If the process is not termi-
nated at the end of a workday (except
where a continuous process or other
normal manufacturing operation
should not be interrupted), the proc-
essing area or tanks, vessels, bins or
bulk containers containing such sub-
stances shall be securely locked, with
adequate security for the area or build-
ing. If such security requires an alarm,
such alarm, upon unauthorized entry,
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shall transmit a signal directly to a
central station protection company, or
local or state police agency which has
a legal duty to respond, or a 24-hour
control station operated by the reg-
istrant.

(b) Manufacturing activities with
controlled substances shall be con-
ducted in an area or areas of clearly de-
fined limited access which is under sur-
veillance by an employee or employees
designated in writing as responsible for
the area. ‘“‘Limited access’ may be pro-
vided, in the absence of physical divid-
ers such as walls or partitions, by traf-
fic control lines or restricted space des-
ignation. The employee designated as
responsible for the area may be en-
gaged in the particular manufacturing
operation being conducted: Provided,
That he is able to provide continuous
surveillance of the area in order that
unauthorized persons may not enter or
leave the area without his knowledge.

(¢c) During the production of con-
trolled substances, the manufacturing
areas shall be accessible to only those
employees required for efficient oper-
ation. When it is necessary for em-
ployee maintenance personnel, non-
employee maintenance personnel, busi-
ness guests, or visitors to be present in
or pass through manufacturing areas
during production of controlled sub-
stances, the registrant shall provide for
adequate observation of the area by an
employee specifically authorized in
writing.

[36 FR 18731, Sept. 21, 1971. Redesignated at
38 FR 26609, Sept. 24, 1973 and amended at 39
FR 37984, Oct. 25, 1974]

§1301.74 Other security controls for
non-practitioners; narcotic treat-
ment programs and compounders
for narcotic treatment programs.

(a) Before distributing a controlled
substance to any person who the reg-
istrant does not know to be registered
to possess the controlled substance, the
registrant shall make a good faith in-
quiry either with the Administration
or with the appropriate State con-
trolled substances registration agency,
if any, to determine that the person is
registered to possess the controlled
substance.



Drug Enforcement Administration, Justice

(b) The registrant shall design and
operate a system to disclose to the reg-
istrant suspicious orders of controlled
substances. The registrant shall inform
the Field Division Office of the Admin-
istration in his area of suspicious or-
ders when discovered by the registrant.
Suspicious orders include orders of un-
usual size, orders deviating substan-
tially from a normal pattern, and or-
ders of unusual frequency.

(c) The registrant shall notify the
Field Division Office of the Adminis-
tration in his area, in writing, of any
theft or significant loss of any con-
trolled substances within one business
day of discovery of the theft or loss.
The supplier is responsible for report-
ing all in-transit losses of controlled
substances by the common or contract
carrier selected pursuant to paragraph
(e) of this section, within one business
day of discovery of such theft or loss.
The registrant shall also complete, and
submit to the Field Division Office in
his area, DEA Form 106 regarding the
theft or loss. Thefts and significant
losses must be reported whether or not
the controlled substances are subse-
quently recovered or the responsible
parties are identified and action taken
against them. When determining
whether a loss is significant, a reg-
istrant should consider, among others,
the following factors:

(1) The actual quantity of controlled
substances lost in relation to the type
of business;

(2) The specific controlled substances
lost;

(3) Whether the loss of the controlled
substances can be associated with ac-
cess to those controlled substances by
specific individuals, or whether the loss
can be attributed to unique activities
that may take place involving the con-
trolled substances;

(4) A pattern of losses over a specific
time period, whether the losses appear
to be random, and the results of efforts
taken to resolve the losses; and, if
known,

(6) Whether the specific controlled
substances are likely candidates for di-
version;

(6) Liocal trends and other indicators
of the diversion potential of the miss-
ing controlled substance.
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(d) The registrant shall not dis-
tribute any controlled substance listed
in Schedules II through V as a com-
plimentary sample to any potential or
current customer (1) without the prior
written request of the customer, (2) to
be used only for satisfying the legiti-
mate medical needs of patients of the
customer, and (3) only in reasonable
quantities. Such request must contain
the name, address, and registration
number of the customer and the name
and quantity of the specific controlled
substance desired. The request shall be
preserved by the registrant with other
records of distribution of controlled
substances. In addition, the require-
ments of part 1305 of the chapter shall
be complied with for any distribution
of a controlled substance listed in
Schedule II. For purposes of this para-
graph, the term ‘‘customer’ includes a
person to whom a complimentary sam-
ple of a substance is given in order to
encourage the prescribing or recom-
mending of the substance by the per-
son.

(e) When shipping controlled sub-
stances, a registrant is responsible for
selecting common or contract carriers
which provide adequate security to
guard against in-transit losses. When
storing controlled substances in a pub-
lic warehouse, a registrant is respon-
sible for selecting a warehouseman
which will provide adequate security to
guard against storage losses; wherever
possible, the registrant shall store con-
trolled substances in a public ware-
house which complies with the require-
ments set forth in §1301.72. In addition,
the registrant shall employ bpre-
cautions (e.g., assuring that shipping
containers do not indicate that con-
tents are controlled substances) to
guard against storage or in-transit
losses.

(f) When distributing controlled sub-
stances through agents (e.g.,
detailmen), a registrant is responsible
for providing and requiring adequate
security to guard against theft and di-
version while the substances are being
stored or handled by the agent or

agents.
(g) Before the initial distribution of
carfentanil etorphine hydrochloride

and/or diprenorphine to any person, the
registrant must verify that the person
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is authorized to handle the sub-
stances(s) by contacting the Drug En-
forcement Administration.

(h) The acceptance of delivery of nar-
cotic substances by a narcotic treat-
ment program shall be made only by a
licensed practitioner employed at the
facility or other authorized individuals
designated in writing. At the time of
delivery, the licensed practitioner or
other authorized individual designated
in writing (excluding persons currently
or previously dependent on narcotic
drugs), shall sign for the narcotics and
place his specific title (if any) on any
invoice. Copies of these signed invoices
shall be kept by the distributor.

(i) Narcotics dispensed or adminis-
tered at a narcotic treatment program
will be dispensed or administered di-
rectly to the patient by either (1) the
licensed practitioner, (2) a registered
nurse under the direction of the Ili-
censed practitioner, (3) a licensed prac-
tical nurse under the direction of the
licensed practitioner, or (4) a phar-
macist under the direction of the Ili-
censed practitioner.

(j) Persons enrolled in a narcotic
treatment program will be required to
wait in an area physically separated
from the narcotic storage and dis-
pensing area. This requirement will be
enforced by the program physician and
employees.

(k) All narcotic treatment programs
must comply with standards estab-
lished by the Secretary of Health and
Human Services (after consultation
with the Administration) respecting
the quantities of narcotic drugs which
may be provided to persons enrolled in
a narcotic treatment program for unsu-
pervised use.

(1) DEA may exercise discretion re-
garding the degree of security required
in narcotic treatment programs based
on such factors as the location of a pro-
gram, the number of patients enrolled
in a program and the number of physi-
cians, staff members and security
guards. Similarly, such factors will be
taken into consideration when evalu-
ating existing security or requiring
new security at a narcotic treatment
program.

[36 FR 7778, Apr. 24, 1971. Redesignated at 38
FR 26609, Sept. 24, 1973]
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EDITORIAL NOTE: For FEDERAL REGISTER ci-
tations affecting §1301.74, see the List of CFR
Sections Affected, which appears in the
Finding Aids section of the printed volume
and on GPO Access.

§1301.75 Physical security controls for
practitioners.

(a) Controlled substances listed in
Schedule I shall be stored in a securely
locked, substantially constructed cabi-
net.

(b) Controlled substances listed in
Schedules II, III, IV, and V shall be
stored in a securely locked, substan-
tially constructed cabinet. However,
pharmacies and institutional practi-
tioners may disperse such substances
throughout the stock of noncontrolled
substances in such a manner as to ob-
struct the theft or diversion of the con-
trolled substances.

(c) This section shall also apply to
nonpractitioners authorized to conduct
research or chemical analysis under
another registration.

(d) Carfentanil etorphine hydro-
chloride and diprenorphine shall be
stored in a safe or steel cabinet equiva-
lent to a U.S. Government Class V se-
curity container.

[39 FR 3674, Jan. 29, 1974, as amended at 39
FR 17838, May 21, 1974; 54 FR 33674, Aug. 16,
1989; 62 FR 13957, Mar. 24, 1997]

§1301.76 Other security controls for
practitioners.

(a) The registrant shall not employ,
as an agent or employee who has access
to controlled substances, any person
who has been convicted of a felony of-
fense relating to controlled substances
or who, at any time, had an application
for registration with the DEA denied,
had a DEA registration revoked or has
surrendered a DEA registration for
cause. For purposes of this subsection,
the term ‘‘for cause’” means a sur-
render in lieu of, or as a consequence
of, any federal or state administrative,
civil or criminal action resulting from
an investigation of the individual’s
handling of controlled substances.

(b) The registrant shall notify the
Field Division Office of the Adminis-
tration in his area, in writing, of the
theft or significant loss of any con-
trolled substances within one business
day of discovery of such loss or theft.
The registrant shall also complete, and
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submit to the Field Division Office in
his area, DEA Form 106 regarding the
loss or theft. When determining wheth-
er a loss is significant, a registrant
should consider, among others, the fol-
lowing factors:

(1) The actual quantity of controlled
substances lost in relation to the type
of business;

(2) The specific controlled substances
lost;

(3) Whether the loss of the controlled
substances can be associated with ac-
cess to those controlled substances by
specific individuals, or whether the loss
can be attributed to unique activities
that may take place involving the con-
trolled substances;

(4) A pattern of losses over a specific
time period, whether the losses appear
to be random, and the results of efforts
taken to resolve the losses; and, if
known,

(5) Whether the specific controlled
substances are likely candidates for di-
version;

(6) Local trends and other indicators
of the diversion potential of the miss-
ing controlled substance.

(c) Whenever the registrant distrib-
utes a controlled substance (without
being registered as a distributor, as
permitted in §1301.13(e)(1) and/or
§§1307.11-1307.12) he/she shall comply
with the requirements imposed on non-
practitioners in §1301.74 (a), (b), and (e).

(d) Central fill pharmacies must com-
ply with §1301.74(e) when selecting pri-
vate, common or contract carriers to
transport filled prescriptions to a re-
tail pharmacy for delivery to the ulti-
mate user. When central fill phar-
macies contract with private, common
or contract carriers to transport filled
prescriptions to a retail pharmacy, the
central fill pharmacy is responsible for
reporting in-transit losses upon dis-
covery of such loss by use of a DEA
Form 106. Retail pharmacies must com-
ply with §1301.74(e) when selecting pri-
vate, common or contract carriers to
retrieve filled prescriptions from a cen-
tral fill pharmacy. When retail phar-
macies contract with private, common
or contract carriers to retrieve filled
prescriptions from a central fill phar-
macy, the retail pharmacy is respon-
sible for reporting in-transit losses
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upon discovery of such loss by use of a
DEA Form 106.

[36 FR 7778, Apr. 24, 1971, as amended at 36
FR 18731, Sept. 21, 1971; 37 FR 15919, Aug. 8,
1972. Redesignated at 38 FR 26609, Sept. 24,
1973; 47 FR 41735, Sept. 22, 1982; 56 FR 36728,
Aug. 1, 1991; 62 FR 13957, Mar. 24, 1997; 68 FR
37409, June 24, 2003; 70 FR 47097, Aug. 12, 2005]

§1301.77 Security controls for freight
forwarding facilities.

(a) All Schedule II-V controlled sub-
stances that will be temporarily stored
at the freight forwarding facility must
be either:

(1) stored in a segregated area under
constant observation by designated re-
sponsible individual(s); or

(2) stored in a secured area that
meets the requirements of Section
1301.72(b) of this Part. For purposes of
this requirement, a facility that may
be locked down (i.e., secured against
physical entry in a manner consistent
with requirements of Section
1301.72(b)(3)(ii) of this part) and has a
monitored alarm system or is subject
to continuous monitoring by security
personnel will be deemed to meet the
requirements of Section 1301.72(b)(3) of
this Part.

(b) Access to controlled substances
must be kept to an absolute minimum
number of specifically authorized indi-
viduals. Non-authorized individuals
may not be present in or pass through
controlled substances storage areas
without adequate observation provided
by an individual authorized in writing
by the registrant.

(c) Controlled substances being trans-
ferred through a freight forwarding fa-
cility must be packed in sealed, un-
marked shipping containers.

[66 FR 44678, July 19, 2000; 656 FR 45829, July
25, 2000]

EMPLOYEE SCREENING—NON-
PRACTITIONERS

§1301.90 Employee screening proce-
dures.

It is the position of DEA that the ob-
taining of certain information by non-
practitioners is vital to fairly assess
the likelihood of an employee commit-
ting a drug security breach. The need
to know this information is a matter of
business necessity, essential to overall



